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of Grenoble-Alpes (UGA) as an invited research fellow. Currently, he holds an Assistant Profes-
sorship position in Computer Engineering Department of ITU. His research contributions include
publication on computer security and privacy with a focus on authentication and protocol verifi-
cation. His recent activities include cloud computing and cyber-physical systems (IoT) security,
security measurements, and secure protocol design.
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SWAIN. Sustainable Watershed Management Through IoT-Driven Artificial Intelligence. CHIST-
ERA of EU, 2021. Mar. 2021-Mar. 2025

NICASGUZED. A Mechanism to Mitigate Security Weaknesses Encountered During Authentication
of IoT Devices. Istanbul Technical University, 2021. Jun. 2021-Mar. 2024

SMOC. Improving the Performance of Distributed State Machine Performance on Cloud Systems.
The Scientific and Technological Research Council of Turkey, 2019. Dec. 2019-Dec. 2021

NICEHA. Multi-Factor Lightweight Authentication for IoT. Istanbul Technical University, 2018.
Oct. 2018-Jul. 2021

HoneyWalt. Building an Extendable IoT Honeypot. Embassy of France in Ankara & Istanbul
Technical University, 2018. Aug. 2018-Feb. 2019

FEnCY. Pollutant Fingerprint Detection based Functional Integrated Geographic Information Man-
agement Software for Ergene Basin. The Scientific and Technological Research Council of Turkey,
2016. Jan. 2016-Jun. 2019

Cloud Fortification. Operational Optimization of a Cloud System Serving Software Development
Platform. Republic of Turkey - Ministry of Science, Industry and Technology, 2013. Oct. 2013—
Jun. 2015

Secure Cloud. Developing a Secure Cloud Computing Structure. Istanbul Technical University, 2011.
Apr. 2011-Apr. 2013

DiCoMas. DiCoMas —Distributed Collaboration using Multi-Agent System Architectures. IWT
(Kingdom of Belgium - Institute for Innovation through Science and Technology in Flanders), 2007.
Oct. 2007—Sep. 2011

Consultancy!

Cyber-Physical Systems Security in Avionics. Avionics Cyber—Security Frontier R&D Laboratory.
Establishment of Frontier R&D Laboratory, 2023. TUBITAK —The Scientific and Technological
Research Council of Turkey, Oct. 2023—-Oct. 2024

Security Analysis of Smart Grid. Analysis of weaknesses in current smart grid communication and
management protocols. Provided data is used for further smart grid security mechanism designs,
2022. TUBITAK ~The Scientific and Technological Research Council of Turkey, Jan. 2022-Jan. 2023

Continuous Assessment of Critical IT Systems. Design & application of a continuous security assess-
ment procedure for critical information technologies systems of e-services companies. The continuous
assessment methodology is widely adopted among legal betting companies of Turkey, 2021. Investor-
funded, Jan. 2022—Sep. 2022
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e Decofinder. Design & implemenation of an Al-based chipboard & edge band decor search and
matching engine. The edge band search and matching engine is adopted in the furniture industry,
2021. Investor-funded, Jul. 2021-Mar. 2022

e Certification of Critical IT Systems. Design & application of a generic performance & security
certification procedure for critical information technologies systems of e-services companies. The
certification is widely adopted among legal betting companies of Turkey, 2020. Investor-funded,
Oct. 2020-Dec. 2021

e Smart Billboard. Design of a smart, scalable, multi-source data synchronization enabled digital
billboard management software. The smart billboards are widely adopted in many retail chain com-
panies in Turkey and abroad, 2020. TUBITAK —The Scientific and Technological Research Council
of Turkey, Jul. 2020—Oct. 2020

e Smart City Privacy. Design of privacy-enhancing technologies for a semantic smart-city platform. The
platform is in use in many metropolitan municipalities of Turkey, 2016. TUBITAK —The Scientific
and Technological Research Council of Turkey, Jul. 2016—Jun. 2018

e e-invoice. Design of an e-invoice archive system. The infrastructure has been approved and used
by state financial bodies in Turkey, 2015. ITU ARI Teknokent Proje Geligtirme Planlama A.S.
Apr. 2015-Dec. 2015

e Mobile Payment. Design of a mobile money transfer and payment system. The protocols Fj mfms—
tructure is widely adopted among retail sector and many magjor banks of Turkey., 2013. TUBITAK
—The Scientific and Technological Research Council of Turkey, Jul. 2013-Dec. 2016

e Mobile OTP. Design of a generic mobile OTP application & password manager. The application is
widely adopted among Fortune 500 companies., 2011. Investor-funded, Dec. 2010—Dec. 2014



